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I. Why Virtualization? 
 

Two of the biggest challenges faced by IT organizations in companies of all sizes 

are datacenter space and power consumption.  Companies are looking at innovative 

solutions to decrease power consumption1, but a significant part of the problem is 

inefficient use of existing capacity.  Industry estimates vary widely and are specific to 

the exact nature of the workloads, but a general purpose server is expected to utilize 

anywhere from 10 – 40 percent of its capacity.  “A survey conducted by VMware and 

RapidApp of a number of small, medium, and large businesses revealed that the 

weighted average peak CPU utilization for production Exchange servers is about 

16%”2  As processor power and memory density continue to grow, this percentage 

utilization will continue to fall for general purpose servers.  Server consolidation is 

one approach to increase average server utilization.  Server consolidation is where 

multiple workloads are consolidated onto a single server with a single instance of the 

operating system.  This has the effect of increasing the complexity of the software 

configuration, and introducing unwanted dependencies between the different 

workloads.  These dependencies are especially troublesome when trying to schedule 

downtime for hardware and software maintenance.  Server virtualization gives us the 

capability to increase the average hardware utilization without the undesired affects 

of server consolidation.  Current virtualization solutions allow us to easily increase 

the average utilization to over 60%.3   Of course, virtualization is not free.  Even if 

you use an open source product, there is still the overhead introduced by the 

virtualization process.  However, this overhead is less than the increase in utilization.  

                                                 
1 Data Center Efficiency in the Scalable Enterprise;  John Pflueger, Ph.D., and Sharon Hanson; 
http://www.dell.com/downloads/global/power/ps1q07-20070210-CoverStory.pdf 
2 Microsoft Exchange Server 2003 Performance on VMware; p10; 
http://www.dell.com/downloads/global/solutions/Virtualizing_Exchange2003.pdf 
3 Reducing Server Total Cost of Ownership with VMware Virtualization Software; Exhibit 1, page 4; 
http://www.vmware.com/pdf/TCO.pdf 
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For some common workloads, like Exchange, the overhead has been measured at 

around 24%4. 

Virtualization offers many benefits other than an increase in server utilization.  

Virtualization architectures that include multiple servers, in a cluster, treated as a 

single pool of resources introduce several significant operational models.  One such 

model is capacity on demand.  As the total utilization of the cluster decreases, 

individual servers can be powered down completely, and then powered back on when 

demand increases5.  Another significant advantage is decoupling the hardware from 

the software configuration.   It is possible to perform hardware maintenance, 

upgrades, and even replacement with little or no downtime for the virtualized 

workloads.  This same hardware independence allows us to take legacy software 

systems and archive them for historical purposes, without maintaining obsolete 

hardware or upgrading the software system to work on newer hardware.  

Disaster recovery has become a critical requirement for the modern data center, 

and virtualization can help in several ways.  Point in time snapshots of both physical 

and virtual servers can be created and copied to a remote location.  During a recovery 

operation these “clones” can be brought online quickly and easily, and it is possible to 

automate the entire process.  A recovery data center can be built and tested with a 

minimal amount of hardware, and during an actual recovery operation it can either 

operate with reduced performance or additional capacity can be added quickly. 

Software development and testing is usually one of the first areas where an 

organization uses virtualization.  It allows developers to test multiple configurations 

and multi-tier systems with a limited amount of hardware.  Multiple standard test 

configurations can be created, shared, and instantiated easily.  It also allows 

developers to take point-in-time snapshots and roll back to a “clean” state and repeat 

tests.  Some modern implementations even allow advanced debugging features at a 

low level, such as the ability to record and replay processor state and instructions. 

                                                 
4 Microsoft Exchange Server 2003 Performance on VMware; calculated from figure 2; 
http://www.dell.com/downloads/global/solutions/Virtualizing_Exchange2003.pdf 
5 “Proactive Maintenance and Adaptive Power Management using Dell OpenManage Systems Management 
for VMware DRS Clusters”; http://www.dell.com/downloads/global/solutions/prctv.pdf 
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A virtual appliance is a preconfigured virtual machine, usually packaged as a 

single file and distributed.  Virtual appliances allow complex systems to be 

configured and distributed to end-users that don’t have the special knowledge 

required to install and configure the systems from scratch.  These appliances can be 

bought online in a much shorter time than the traditional installation process.  These 

appliances can be used for demonstration purposes, or for production applications.  

The appliances can also allow users to perform certain operations in an isolated 

environment.   For example, an internet virtual appliance can be used to browse the 

web without fear of infecting the guest OS with a mal-ware, and all the changes to the 

virtual appliance can be discarded after the session. 

Many of the benefits of virtualization can be applied to desktop computing also.  

One model is for the desktop to be completely virtualized and for the end users to use 

a thin client or terminal to connect to a virtual desktop that is hosted in the datacenter.  

Some venders even tightly integrate their software with advanced power 

management, and wake-on-LAN, so that when a virtual desktop is idle and the guest 

OS puts it to sleep the virtualization software will suspend the virtual machine and 

unload it from memory.  When the client tries to reconnect, the virtualization 

software uses wake-on-LAN to power the system back on.  This can be combined 

with capacity on demand to completely power off unused servers.  This operational 

model can enhance the security and stability of the desktop environment, allow for 

extremely powerful desktops for specialized tasks, and be used as part of the disaster 

recovery process to allow users to access the recovery data center. 

II. Types of Virtualization 

There are many types of virtualization solutions available.  One of the most 

common types is host based virtualization. (See Figure 1)  In a host based 

virtualization environment, the hardware runs an industry standard operating system, 

and the virtualization layer runs as an application on that operating system.  One of 

the significant advantages of this system is that the virtualization layer does not need 

to interact with the hardware directly, and it relies on the host OS to provide driver 

support for the hardware, so it will typically run on a wide variety of hardware 

platforms, including notebooks and desktops.  With host based virtualization, the 
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virtualization layer is totally dependant on the host operating system, so any stability 

issues or performance issues with the host OS can have a significant impact on the 

virtualized guest operating systems.  
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Figure 1 – Host Based Virtualization6 

 

For enterprise class virtualization, bare metal virtualization is used.  Bare metal 

virtualization is where the virtualization layer is a complete OS that runs directly on 

the hardware.  We call the virtualization layer the hypervisor.  This allows for the best 

performance and stability.  One of the possible weaknesses is that only mainstream 

enterprise class hardware is supported because of limited driver support.  However, 

some of the newer implementations avoid this problem by using unmodified drivers 

developed for mainstream operating systems.   Hypervisor virtualization can be 

further divided into two types, full virtualization and para-virtualization.  Full 

virtualization is where the virtualization layer completely virtualizes the hardware, 

and it is transparent to the guest operating system that it is running on virtual 

hardware, instead of a physical hardware.  (See Figure 2) 

 

                                                 
6 Figures created by Virtualization Solutions Engineering team, Dell Inc. 
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Figure 2 – Full Virtualization7 

 

In a system that uses para-virtualizaton, a general purpose operating system has 

been modified to include a hypervisor.  The guest OS has been modified to run on 

virtual hardware, and performs certain operations by making kernel calls directly to 

the hypervisor. (See figure 3)  The differences between full virtualization and para-

virutalizion systems are beginning to blur.  For example, fully virtualized systems 

allow you to install special drivers that are aware of the virtualization layer into the 

guest OS, and these drivers make calls directly to the hypervisor to improve 

performance.  At the same time, a relatively new technology called hardware assisted 

virtualization has been introduced by the major processor manufacturers, and it 

allows para-virtualized systems to run unmodified guest operating systems.  Certain 

guest OS instructions are trapped by the hardware assisted virtualization features of 

the processor, which sends a trap to the hypervisor.  Hardware assisted virtualization 

is implemented as an extension to the instruction set of the microprocessor, and is 

available to be used by all types of virtualization systems.  In the future, this support 

will be further refined and extended to not only processor instructions, but also 

memory operations to further enhance performance. 

                                                 
7 Figures created by Virtualization Solutions Engineering team, Dell Inc. 
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Figure 3 – Para-Virtualization8 

A third type of virtualization system, OS virtualization, is where a single copy of 

an operating system has special features, a virtual server environment, added to allow 

multiple workloads to be implemented with varying degrees of isolation. (See Figure 

4) 
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Figure 4 – OS Virtualization9 

                                                 
8 Figures created by Virtualization Solutions Engineering team, Dell Inc. 



 7

 

III. Implementations 

 

Virtualization is not a new concept.  It started with a research prototype, CP/CMS, 

developed by IBM at the Cambridge Scientific Center in the 60s for their mainframe 

computers.  This system was later refined and released as an official OS, VM/370, in 

the early 1970’s10, and newer versions of this OS continue to be used today11.  In the 

mid 1980’s AT&T and Locus computing introduced virtual machines that virtualized 

the 8086 processor with their Simultask and Merge products. In the late 1980’s 

Insignia Solutions introduced SoftPC for Sun and Macintosh, and in the late 1990’s 

Connectix released VirtualPC for the Macintosh12. 

  Virtualization solutions for high volume microcomputer platforms started in the 

late 90s when VMware introduced virtualization for the x86 processor architecture.  

The x86 instruction set was not designed for virtualization, and VMware overcame 

this limitation with patented technology for an adaptive virtualization technique.13 14,   

VMware has a full line of products that includes both hosted and bare metal 

virtualization products, and management tools.  A recent innovation is an embedded 

virtualization product that started shipping from the major computer manufacturers in 

Q1 of 2008.  The hypervisor is stored in flash memory inside the server.  Their 

embedded product is essentially just the hypervisor without the user interface console, 

and it is only 32MB of code.  It is a common misconception that the VMware 

hypervisor is based on Redhat Linux, but it is only the service console, which is a 

                                                                                                                                                 
9 Figures created by Virtualization Solutions Engineering team, Dell Inc. 
10 VM and the VM Community: Past, Present, and Future; Melinda Varian; 
http://www.princeton.edu/~melinda/25paper.pdf 
11 z/VM Overview; http://www.vm.ibm.com/overview/ 
12 Timeline of Virtualization Development; http://en.wikipedia.org/wiki/Virtualization_Development 
13 History of Virtualization; http://www.vmware.com/overview/history.html 
14 System and Method For Detecting Access to Shared Structures and for Maintaining Coherence of 
Derived Structures in Virtualized Multiprocessor Systems; 
http://www.google.com/patents/pdf/System_and_method_for_detecting_access_t.pdf?id=HewVAAAAEB
AJ&output=pdf&sig=TN2M4tiwrL3aST311KSK5q4sQ_o 
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privileged virtual machine, that runs a version of Redhat Linux.  The hypervisor is a 

custom kernel.  VMware is currently the industry leader in virtualization15. 

XenSource started out as a commercial Xen support company, and was founded 

by the chief architect of the open source Xen project16.  The Xen project remains a 

separate open source project that provides a free hypervisor, the basic building block 

of an enterprise class virtualization system.  In addition to contributing to the Xen 

project, XenSource provides tools to manage multiple servers and perform live 

migration of workloads between different servers.  XenSource was recently acquired 

by Citrix, which puts them in a position to compete with the market leader VMware, 

and they are rapidly closing the gap in features for enterprise class virtualization.  

They too have announced partnerships with major server vendors to provide their 

solution preloaded in flash memory or installed on the server17. 

Microsoft entered the hosted virtualization market by purchasing VirtualPC from 

Connectix.  They have continued to release newer versions of the original VirtualPC 

product, and VirtualServer, which is a hosted virtualization product targeted at the 

server market.  They have had some success in expanding their market share by 

giving the products away for free18.  With the upcoming release of Windows Server 

Hyper-V, Microsoft will offer a bare-metal virtualization product with many 

enterprise class features19. 

IBM offers several x86 virtualization products.  They offer management products 

that work with industry leaders like VMware20.  In addition, they offer PowerVM for 

AIX and i5/OS on Power processors, and PowerVM Lx86 for Linux, which is a 

virtualization product for 32 bit x86 Linux workloads that runs on Power 

                                                 
15 XenSource takes on VMware with new release ; http://www.infoworld.com/article/07/08/12/XenSource-
takes-on-VMware-with-new-release_1.html 
16 A brief history of Xen and XenSource; http://www.brianmadden.com/content/article/A-brief-history-of-
Xen-and-XenSource 
17 Dell and Citrix Partner to Simplify Virtualization Technology; 
http://www.citrix.com/English/NE/news/news.asp?newsID=683297&ntref=hp_article_headlines_US 
18 Microsoft Virtual PC; http://www.microsoft.com/windows/products/winfamily/virtualpc/default.mspx 
19 Windows Server Virtualization: A Key Feature of Windows Server 2008; 
http://www.microsoft.com/windowsserver2008/virtualization/default.mspx 
20 IBM Launches New System x Servers and Software Targeting Large Scale x86 Virtualization; 
http://www-03.ibm.com/press/us/en/pressrelease/19545.wss 
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processors21.  One interesting aspect of the PowerVM Lx86 architecture is the 

dynamic translation of instructions, similar to a Just-In-Time Java compiler22. 

Xensource (now Citrix) was one of the first to offer a commercial version of the 

Xen hypervisor, but other major software vendors are also taking this approach.  They 

are differentiating their products by adding features, support, and management tools.  

Sun recently announced xVM Server and Ops Center which follows this model.23   

They also announced an agreement to acquire innotek, the provider of an open 

source, hosted product called VirtualBox, which is targeted at the desktop 

development market.24  To complete the picture, Sun offers containers in Solaris 10, 

which is an OS virtualization product.25 

Parallels also offers an OS virtualization product called Virtuozzo26.  They also 

offer hosted products for a variety of platforms, management tools, and they have a 

public beta of a bare-metal para-virtualized hypervisor.27 

Oracle also started shipping a product based on the Xen hypervisor, Oracle VM.  

Their primary emphasis is on service and support, and delivering preconfigured 

virtual appliances with their software suite28.  

IV. How to Choose 

The previous section was a brief overview of what I consider to be interesting 

historical implementations, and some of the major implementations and solutions 

from major software vendors.  There are many other solutions from vendors large and 

small.  The industry changes almost daily with new versions, acquisition 

announcements, and new products.29 30  There is no one size fits all solution, and even 

the best solution for your particular problem, could have changed since the time this 
                                                 
21 IBM PowerVM Lx86 for x86 Linux Applications; http://www-
304.ibm.com/jct09002c/partnerworld/wps/pub/systems/p/technical/pave_intro 
22 Getting started with PowerVM Lx86; http://www.redbooks.ibm.com/redpapers/pdfs/redp4298.pdf 
23 Sun xVM; http://www.sun.com/software/products/xvm/index.jsp 
24 Sun Microsystems Announces Agreement to Acquire innotek, Expanding Sun xVM Reach to the 
Developer Desktop; http://www.sun.com/aboutsun/pr/2008-02/sunflash.20080212.1.xml 
25 Solaris Containers - Optimizing Resource Utilization for Predictable Service Levels; 
http://www.sun.com/software/solaris/ds/containers.jsp 
26 Parallels Virtuozzo Containers 4.0 - Just Released!; http://www.parallels.com/en/products/virtuozzo/ 
27 Parallels Products; http://www.parallels.com/en/products 
28 Oracle Unveils Oracle® VM; http://www.oracle.com/corporate/press/2007_nov/ovm-ga-111107.html 
29 Virtual Infrastructure products: features comparison; 
http://www.it20.info/misc/virtualizationscomparison.htm 
30 Comparison of virtual machines; http://en.wikipedia.org/wiki/Comparison_of_virtual_machines 
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paper was completed. There are several key questions you can answer to help you 

choose the right solution.  Clearly define your requirements.  How important is 

stability, and uptime?  Live migration and the vendor QA program will affect both of 

these.  Are you going to purchase hardware specifically for your virtualization 

environment, or will you use a variety of hardware that changes frequently?  Some of 

the leading solutions in the industry limit hardware support to enterprise class 

solutions, so make sure you hardware is supported.  For example, VMware has detail 

hardware compatibility lists.31  How important is vendor support, or community 

support?  Even good community support will require a significant amount of time to 

search for answers.  Don’t forget application and guest OS support.  As the 

virtualization industry has matured; independent software vendor support has gone 

from non-existent to routine, but you still need to check the exact policy of your 

vendors.  Do you need management tools to support multiple virtual machines, and 

multiple host servers?  What guest operating systems will you run?  I would consider 

one of the least important factors to be performance.  Although there can be a 

significant differences between hosted solutions and bare metal solutions or OS 

virtualization, I don’t think the performance differences between different products of 

the same basic virtualization type are as significant as the other factor’s listed.  If 

performance is critical, then you should invest more in the hardware platform.  Faster 

processors, disks, memory, network interfaces, if you have individual workloads that 

require more performance; or more processors, processor cores, processor cache, 

memory, disks, and network interfaces if you have many workloads. 

Your hardware vendor may also be able to help with your virtualization choice, 

and help you get started once you choose.  Major hardware vendors, like Dell, offer 

well tested solutions, consulting services, advanced support, configuration help, and 

documentation.32 

V. Virtualization and the ICPC 

The ICPC has started a project to use virtualization as the primary method to 

provide the management and development infrastructure for contest headquarters.  

                                                 
31 Technical Resources; http://www.vmware.com/resources/techresources/cat/119 
32 Virtualization Solutions; http://www.dell.com/virtualization 
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We chose VMware for many reasons, but stability and hardware support were two of 

the main reasons.  This same infrastructure will allow us to provide support for legacy 

systems, and provide an archive of obsolete systems for future study. 

After experimenting with virtualization for several years, we will be able to start 

using virtualization for contest operations in several ways.  In order to run a contest 

we use several different OS configurations; a contest server, such as PC^2, an 

authentication server, a scoreboard, a judge client, and a contestant client.  We call a 

prototype configuration that includes one of each type of machine a “mini-contest”.  

It is possible to build a mini-contest as virtual machines and test them on a single 

computer using host based virtualization.   After the mini-contest is configured and 

tested, they can be easily distributed for use in multiple contests.  By importing the 

server virtual machines into bare metal virtualization products, running on enterprise 

class hardware, it will be possible to “Scale Up” to a performance level capable of 

running a full contest.  There are also several models that can be explored to “Scale 

Out” a contest to multiple client machines.  Probably the simplest would be the 

virtual appliance model, where each client machine has a virtualization environment 

loaded, and a client appliance is loaded on each machine.  Another option is to 

provide the virtual infrastructure to boot the clients over the network to load a 

standard configuration.  A more complicated model, but one that may be worth 

exploring, is a virtual desktop model where a thin client is used to connect to a virtual 

desktop hosted on enterprise class hardware.  You could even combine this model 

with the second one, so that the thin client boots from a virtual boot server. 

Another way we could use virtualization is to create an archive copy of a physical 

contest environment for future review or study.  There are several physical to virtual 

tools that can be used to convert a physical machine to a virtual machine.  After a 

contest is over, the contest servers and the client machines for the top 10 teams could 

be virtualized and stored on a single hard disk in a format that would be easy to bring 

online and host on a single piece of hardware. 

VI. The Future 
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Virtualization is here to stay.  As we move forward, a virtualization layer will 

become part of almost all computer systems, even embedded systems33.  

Efficiency and platform support will continue to increase.  Management tools 

choices will continue to expand.   Virtualization architectures will change, some 

have even proposed that the OS can be eliminated completely, and replaced by a 

collection of virtual appliances. 

                                                 
33 Embedded virtualization company reinvents itself; 
http://www.linuxdevices.com/news/NS7430740332.html 
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Appendix 

A. More information 

o VMotion: http://www.vmware.com/pdf/usenix_vmotion.pdf 

o Memory Virtualization: http://www.vmware.com/pdf/usenix_resource_mgmt.pdf 

o I/O device virtualization: http://www.vmware.com/pdf/usenix_io_devices.pdf 

o Disk performance: http://www.vmware.com/pdf/wwc_performance.pdf 

o Hardware virtualization: http://www.vmware.com/pdf/asplos235_adams.pdf 
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